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AGENDA

• Introduction to enterprise governance of information and 
technology (EGIT) for Small and Medium Enterprises

• How to start your own governance initiative

• Governance and Management Objectives

• Link to organizational functions

• Inputs are used by the related process

• Outputs produced by the process

• Simple tools 

• to define your organization is considered as an SME

• to scope your governance program.



Introduction to enterprise governance of information and 
technology (EGIT) for Small and Medium Enterprises

• Start with introduction to the SME Guide

• Positioning of this guide in the COBIT Overview and Product Architecture

• Evolution of COBIT over the years



Does this SME guide applies for your company

Enterprises that may benefit from this guide typically:

• Have limited in-house IT skills and/or capacity

• Do not have a complex IT infrastructure

• Outsource complex tasks

• Aim more to buy (and potentially tailor) tools rather than build them

• Have a relatively high risk tolerance, because of their low risk capacity

• Are very cost-conscious

• Have a simple command structure and limited organizational structures in place

• Have a short span of control



Does this SME guide applies for your 
company

Official definition of SME : 

- enterprises with 50 to 250 full-time employees (FTEs)

- an annual turnover of up to US$59 million (€ 50 million) 
or an annual balance sheet total up to US$51 million (€ 
43 million).

But … more aspects need to be considered 

Later, I will 
explain the 
“Suitability Test”, 

which helps 
defining if this 
SME guidance is 
applicable for 
your organization



POLLING QUESTION

Are you following this webinar, because

1. You are part of an SME

2. You want to learn about COBIT, in general

3. You want to learn the differences with the 

Core Publication



Introduction to EGIT for Small and Medium 
Enterprises

EGIT = Enterprise Governance of Information and Technology

- integral part of corporate governance

- exercised by the board

- definition and implementation of organizational processes, 
structures and relational mechanisms

- enable both business and IT professionals



Importance of I&T and I&T Governance

• I&T = crucial in the support, sustainability and growth of enterprises.

✓ Responsibility of governing boards (boards of directors) and senior management

✓ No delegation anymore

✓ Extend business governance to I&T

➢ Top Management needs to understand whether managers of I&T assets are:

• Likely to achieve enterprise objectives

• Resilient enough to learn and adapt

• Thoughtfully managing the I&T risk the enterprise faces

• Appropriately recognizing opportunities and acting upon them



COBIT as an I&T Framework

• Over the years, best-practice frameworks have been developed and 

promoted to assist in understanding, designing and implementing EGIT. 

• COBIT 2019 builds on and integrates more than 25 years of development in 

this field.

• From its foundation in the IT audit community, COBIT has developed into a 

broader and more comprehensive I&T governance and management 

framework.

• COBIT continues to establish itself as a generally accepted framework for I&T 

governance.



COBIT overview and Product Architecture

COBIT® 2019 Framework: Introduction and Methodology

COBIT® 2019 Framework: Governance and Management Objectives 

COBIT® 2019 Design Guide: Designing an Information and Technology 
Governance Solution 

COBIT® 2019 Implementation Guide: Implementing and Optimizing an 
Information and Technology Governance Solution

SME Guide is based on 



COBIT Overview and Product Architecture
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POLLING QUESTION

Are you familiar with COBIT2019 Core 

Publication “Governance & Management 

Objectives”? 

1. I don’t know anything about COBIT

2. I know about COBIT2019, but never worked 

with it

3. I know COBIT2019 and have worked with it



What is COBIT

COBIT is a framework for the Governance

and Management of Enterprise Information 

and Technology

COBIT defines the Components to build and 

sustain a governance system



What is COBIT

COBIT defines the Design Factors



What is COBIT

There are 40 Governance

and Management

objectives in COBIT



What is COBIT

We created a ranking of 

governance and 

management objectives  

based on a survey of 

COBIT governance 

advisors.  

➢ This can serve as a 

predefined list of 

priorities for SMEs.



How to start your own governance initiative

General Guidance

There is no one-size-fits-all governance system for enterprise I&T. 

Every enterprise 

- has a distinct character and profile

- will differ from other organizations in several critical respects: size, industry 

sector, regulatory landscape, threat landscape, role of IT in the enterprise and 

tactical technology-related decision making, among others. 

All these aspects—which COBIT references collectively as design factors—require 

enterprises to tailor their governance systems to realize the most value from their 

use of I&T.



How to start your own governance initiative

Scope your program well from the start  is essential to develop a feasible road map! 

The Governance System Design Workflow can help you with this. 



How to start your own governance initiative

Outcome of this workflow  

- It will generate recommendations

- for prioritizing governance and management objectives or related governance system 

components to address target capability levels, 

- for adopting specific variants of a governance system component. 

- Some steps or substeps may lead to conflicting guidance.

- To resolve conflicts among the elements to the degree possible and conclude. 

➢ It’s important to evaluate the outcome of the design tool kit with knowledge 

of the specific situation and context of the enterprise. 



2 useful supports : 
✓ Practical Example Using the 

Publication (chapter 8) 

✓ Applying Design Factors 
- Example in appendix C

22 © 2020 ISACA  All rights reserved.



Scope your governance program - Design Toolkit

Staying in the Blue 
Zone

and

Watch the Heat

../../../../Quality Info/CobiT/COBIT2019/Toolkit/COBIT-2019-Design-Toolkit_SME FA Example.xlsx


To confirm this 
rating, the outcome 
needs to be 
discussed with the 
management team, 
with the goal of 
obtaining 
agreement or 
changing the 
relative importance 
and deciding on the 
priority for the 40 
COBIT objectives. 

Scope your governance program 
– Outcome of Design Toolkit



Practical Example - Conclusions of the Design Exercise

❑ most important APO objectives: 

• APO03 Managed Enterprise Architecture (100) 

• APO04 Managed Innovation (95)

• APO07 Managed Human Resources is next (75).

❑ BAI objectives: 

• BAI03 Managed Solutions Identification and Build (75)

• BAI07 Managed IT Change Acceptance and 

Transitioning (75) 

• BAI06 Managed IT Changes (60) 

❑ DSS domain: 

• DSS01 Managed Operations is the most important (80),

• DSS03 Managed Problems (45) is next 

• DSS02 Managed Service Requests and Incidents (30).

❑ MEA01 Managed Performance and Conformance 

Monitoring (40) 



Practical Example - How to Use Conclusions

➢ Ensuring the most essential 

operational processes are 

developed and the related 

objectives reached

➢ Initiating building and 

implementation processes, 

since this is the example 

organization’s core business

❑ Starting with Enterprise Architecture and Innovation, it is not practical

❑ A solid base is needed to guarantee good, efficient and effective management



Governance and Management Objectives

The COBIT SME model consists of 40 governance and management objectives, 

split into five domains

= the same as the core Governance and Management Objectives guide 

Additional :

Focus Area relevance statement

This statement provides more information about the relevance of each objective, 

specifically for SMEs. 

This general guidance should be evaluated in the context of each enterprise.



Governance and Management Objectives



Governance and Management Objectives – Example APO10



Governance and Management Objectives

Explanation of the components 



Governance and Management Objectives

Processes

- Same set of 40 processen

▪ Each governance and management objective includes 

several process practices. 

▪ Each process has one or more activities. 

▪ A limited number of example metrics. 



Governance and Management Objectives 

Processes



Governance and Management Objectives – Example APO10

Processes



Governance and Management Objectives – Example APO10

Processes Different guidance in Core Publication



Governance and Management Objectives – Example APO10

Processes Additional guidance In Core Publication



Governance and Management Objectives

Organizational Structures

Different definition from Core Guide

▪ Organizational structures are the committees, functions 

and roles that make decisions or manage parts of the 

enterprise. 

▪ For each practice, levels of responsibility and 

accountability are suggested. 



Governance and Management Objectives

Organizational Structures



Governance and Management Objectives

Organizational Structures



Governance and Management Objectives

Organizational Structures : 
Specific responsibilities per management objective are included 

• Responsible (R)
• These roles take the main operational obligation of fulfilling the practice and creating the intended 

outcome. Who is getting the task done? Who drives the task?

▪ Accountable (A)
• These roles carry overall and final accountability. As a principle, accountability cannot be shared. 

Who accounts for the success and achievement of the task?

The SME can customize this chart by adding two levels of involvement for roles and organizational 

structures that should be:

▪ Consulted (C) : These roles provide input for the task. 

Who provides input?

▪ Informed (I) : These roles are informed of the achievements and/or deliverables of the task. 

Who receives information?



Governance and Management Objectives – Example APO10

Organizational Structures



Governance and Management Objectives – Example APO10

Organizational Structures In Core Publication



Governance and Management Objectives

Principles, Policies and Procedures

Adapted to the SME context

▪ Includes suggested principles, policies, standards and 

procedures relevant to the governance or management 

objective. 

▪ The names of relevant principles, policies, standards and 

procedures are provided, with a description of their 

purpose and content.



Governance and Management Objectives

Principles, Policies and Procedures



Governance and Management Objectives – Example APO10

Principles, Policies and Procedures

Additional guidance in the core publication



Governance and Management Objectives

Information Flows and Items

Adapted to the SME context

▪ For each practice, inputs and outputs are provided, with 

indications of origin and destination.

▪ In general, each output is sent to one or a limited number 

of destinations, typically another COBIT process practice. 

That output then becomes an input at its destination

▪ There are a number of outputs that have many 

destinations, such as all COBIT processes or all processes 

within a domain. 

For readability reasons, these outputs are not listed as 

inputs in these processes.



Governance and Management Objectives

Information Flows and Items



Governance and Management Objectives – Example APO10

Information Flows and Items

Additional guidance 

in the core publication



Governance and Management Objectives

Culture, Ethics and Behavior

Adapted to the SME context

▪ Provides detailed guidance on cultural elements within the 

enterprise that support the achievement of a governance or 

management objective. 

▪ Where relevant, references to other standards and 

additional guidance are included. 

▪ The related guidance cites specific chapters or sections 

wherein more information may be consulted.



Governance and Management Objectives

Culture, Ethics and Behavior



Governance and Management Objectives – Example APO10

Culture, Ethics and Behavior

Additional guidance in the core publication



Governance and Management Objectives

People, Skills and Competencies

The same as in the Core Guide

▪ Identifies the human resources and skills required to 

achieve a governance or management objective. 

▪ COBIT® 2019 based this guidance on the Skills 

Framework for the Information Age (SFIA®) V6.

▪ All listed skills are described in detail in the SFIA 

framework.



Governance and Management Objectives

People, Skills and Competencies



Governance and Management Objectives – Example APO10

People, Skills and Competencies



Governance and Management Objectives

Services, Infrastructure and Applications

Adapted to the SME context

▪ Provides detailed guidance on third-party services, types of 

infrastructure and categories of applications that support 

the achievement of a governance or management 

objective.

▪ Guidance operates at a generic level. 

▪ The intention is to provide direction for enterprises to build 

their governance system for I&T without naming specific 

vendors or products.



Governance and Management Objectives

Services, Infrastructure and Applications



Governance and Management Objectives – Example APO10

Services, Infrastructure and Applications



Check if your organization can be 

considered as an SME

➢ Suitability Test

Simple tools to help 

Scope your governance program

➢ Design Toolkit

➢ Goals Cascade



Suitability Test

2 tests designed to assess an 
enterprise’s suitability for 
implementing control over I&T 
based on this SME guidance Staying in the Blue 

Zone
and

Watch the Heat



Staying in the Blue Zone

This test focuses on 

- the organizational 
structure of an enterprise 
and 

- the importance and 
criticality of I&T. 

Click to edit text



Watch the Heat

The second test will help 
determine if this SME guide 
is suitable for the enterprise. 
Answers generate following 
advice:

• the majority of answers = red 
=> apply the full COBIT guide

• the majority of answers = green 
=> implement this SME guide

• The answers = mix of red, 
yellow and green 
=> refer to both guides, for 
different aspects

Click to edit text



Watch the Heat – outcome advice 

COBIT SME guidance may 
be useful for controlling the 
I&T environment, but 
conditions exist that need to 
be monitored. 

If they deteriorate, fuller 
application of COBIT may be 
required.

Click to edit text



Watch the Heat – outcome advice 

Conditions exist that require 
a thorough review of full 
COBIT for application to the 
I&T environment of the 
enterprise.

Click to edit text



Scope your governance program - Design Toolkit

Staying in the Blue 
Zone

and

Watch the Heat

../../../../Quality Info/CobiT/COBIT2019/Toolkit/COBIT-2019-Design-Toolkit_SME FA Example.xlsx


Scope your governance program - Alternative 

➢ Simple Toolkit = Goals Cascade

Staying in the Blue 
Zone

and

Watch the Heat

Alignment goals emphasize the 

alignment of all IT efforts with 

business objectives 

There is a frequent misunderstanding that 

these goals indicate purely internal 

objectives of the IT department within an 

enterprise. 



Scope your governance program - Goals Cascade

➢ Enterprise Goals

Staying in the Blue 
Zone

and

Watch the Heat

REF
BSC 

DIMENSION
ENTERPRISE GOAL

EG01 Financial Portfolio of competitive 

products and services

EG02 Financial Managed business risk

EG03 Financial Compliance with external 

laws and regulations

EG04 Financial Quality of financial 

information

EG05 Customer Customer-oriented service 

culture

EG06 Customer Business service continuity 

and availability

EG07 Customer Quality of management 

information

REF
BSC 

DIMENSION
ENTERPRISE GOAL

EG08 Internal Optimization of internal 

business process 

functionality

EG09 Internal Optimization of business 

process costs

EG10 Internal Staff skills, motivation and 

productivity

EG11 Internal Compliance with internal 

policies

EG12 Growth Managed digital 

transformation programs

EG13 Growth Product and business 

innovation



Scope your governance program - Goals Cascade 

➢ Alignment Goals

Staying in the Blue 
Zone

and

Watch the Heat

REF
BSC 

DIMENSION
ALIGNMENT GOAL

AG01 Financial IT compliance and support for 

business compliance with external 

laws and regulations

AG02 Financial Managed information- and 

technology-related risk

AG03 Financial Realized benefits from 

information- and technology-

enabled investments and services 

portfolio

AG04 Financial Quality of technology-related 

financial information

AG05 Customer Delivery of I&T services in line 

with business requirements

AG06 Customer Agility to turn business 

requirements into operational 

solutions

AG07 Internal Security of information, processing 

infrastructure and applications, 

and privacy

REF
BSC 

DIMENSION
ENTERPRISE GOAL

AG08 Internal Enabling and supporting 

business processes by 

integrating applications and 

technology

AG09 Internal Delivery of programs on time, 

on budget, and meeting 

requirements and quality 

standards

AG10 Internal Quality of IT management 

information

AG11 Internal IT compliance with internal 

policies

AG12 Learning and 

Growth

Competent and motivated staff 

with mutual understanding of 

technology and business

AG13 Learning and 

Growth

Knowledge, expertise and 

initiatives for business 

innovation



Scope your governance program - Goals Cascade 

➢ Enterprise goals to alignment goals



Scope your governance program - Goals Cascade 

➢ alignment goals to governance and management objectives

../../../../Quality Info/CobiT/COBIT2019/Tools Voquals/Cascading_Enterprise_Goals_to_Cobit 2019 Processes.xlsx


Scope your governance program - Goals Cascade 

➢ alignment goals to governance and management objectives

../../../../Quality Info/CobiT/COBIT2019/Tools Voquals/Cascading_Enterprise_Goals_to_Cobit 2019 Processes.xlsx


Scope your governance program - Goals Cascade 

➢ alignment goals – example METRICS

../../../../Quality Info/CobiT/COBIT2019/Tools Voquals/Cascading_Enterprise_Goals_to_Cobit 2019 Processes.xlsx


Scope your governance program - Goals Cascade 

➢ Enterprise goals to alignment goals



Scope your governance program - Goals Cascade 

➢ Enterprise goals – example METRICS

../../../../Quality Info/CobiT/COBIT2019/Tools Voquals/Cascading_Enterprise_Goals_to_Cobit 2019 Processes.xlsx


Practical Example Using This Publication :
- Generic Implementation Steps
- Practical Example 



Understand the Context of Your I&T Governance Program

To consider different factors in the external and internal environment



Create the Appropriate Environment

To implement EGIT improvements in the appropriate context.

Avoid the following Threads and Pitfalls

➢ Inadequate management direction, support and oversight

➢ Inadequate support and direction from key stakeholders, resulting in new 

policies and procedures lacking proper ownership or lasting effect 

➢ Missing management structure that assigns roles and responsibilities, leading 

to improvements are unlikely to become normal business practices. 



Start With the Design Canvas

To scope the governance program using the design factors

Tailor your governance system to realize most value from your I&T assets

1. Prioritize governance and management objectives, together with their target 

capability levels. 

2. Identify related or specific variant governance system components.

3. Select appropriate focus areas such as information security, risk or DevOps.



Establish an Implementation Team

Include people from the business and IT functions

Identify the team members’ 

knowledge, expertise, experience, credibility and authority

The team should commit to:

✓ A clear vision of success and desired goals

✓ Clarity and transparency of team processes, accountabilities and communications

✓ Integrity, mutual support and commitment to each other’s success

✓ Mutual accountability and collective responsibility

✓ Venturing out of comfort zones, always looking for ways to improve, uncovering 

new possibilities and embracing change



Working the Prioritized Objectives

Use the detailed guidance described in Chapter 7 

for each of the identified objectives

1. Assess each objective and determine the baseline.

2. Determine the target capability level for each identified objective.

3. Identify the gaps using the practices and activities for each objective.

4. Create a plan to close the identified gaps (a business case may be needed, and 

involving a project manager is key).

5. Implement the plan.

6. Monitor the governance system to ensure that it operates at the desired capability 

level.



Detailed Steps, Using the COBIT Guidance

❑ To determine which Organizational Structures in its own organizational structure, 

correspond with the COBIT functions (mentioned in component B) 

❑ For each practice, in the selected objectives 

1. Evaluate whether the practice is relevant and needs to be developed and implemented.

2. Check all activities for relevance, and adapt the wording to make the practice understandable 

in the enterprise context.
General guidance is that:

• Activities at capability level 2 are basic 

and should be implemented.

• Activities at capability level 3 move the 

enterprise to a higher maturity level 

and thus help it move forward.

• Activities at capability levels 4 and 5 

can be considered optional and may 

be implemented in a later phase.



Detailed Steps, Using the COBIT Guidance

While defining the 

activities for the 

enterprise, 

you should also 

consider the inputs 

and outputs defined in 

the guide. 



Do you agree that your learned during this webinar

1. Clear introduction to enterprise governance of 

information and technology (EGIT) for small and 

medium enterprises

2. How to get started with your own governance initiative

3. How to use the information about the governance and 

management objectives, 

how they are linked to organizational functions, 

which inputs are used by the related processes, and 

which outputs they produce.

4. Explanation of some simple tools that can help you to 

define if it is applicable for your organization and how to 

scope your governance program. 

POLLING QUESTION (all options are possible) 



QUESTIONS? 



This training content (“content”) is provided to you without warranty, “as is” and “with 

all faults”. ISACA makes no representations or warranties express or implied, including 

those of merchantability, fitness for a particular purpose or performance, and non-

infringement, all of which are hereby expressly disclaimed.

You assume the entire risk for the use of the content and acknowledge that: ISACA 

has designed the content primarily as an educational resource for IT professionals and 

therefore the content should not be deemed either to set forth all appropriate 

procedures, tests, or controls or to suggest that other procedures, tests, or controls 

that are not included may not be appropriate; ISACA does not claim that use of the 

content will assure a successful outcome and you are responsible for applying 

professional judgement to the specific circumstances presented to determining the 

appropriate procedures, tests, or controls.

Copyright © 2021 by the Information Systems Audit and Control Association, Inc. (ISACA). All rights reserved. This webinar may not be used, copied, reproduced, 

modified, distributed, displayed, stored in a retrieval system, or transmitted in any form by any means (electronic, mechanical, photocopying, recording or otherwise).



THANK YOU FOR 

ATTENDING THIS 

ISACA WEBINAR


